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A B S T R A C T   

5 G technology promises a wide range of benefits for critical infrastructure (CI), including improved reliability, 
increased efficiency, cost savings, and increased worker safety. However, it also brings many new risks that CI 
owners and operators must be prepared for to facilitate effective risk mitigation and response. These risks, 
however, have not been systematically assessed for CI systems. This paper investigates how the cyber-physical 
risk landscape will be impacted by 5 G for four major CI sectors in detail: smart transportation, smart water, 
smart power, and smart oil and gas networks. Compared to prior work only examining a single CI network, the 
authors present a comprehensive assessment of the types of threats that these sectors can expect based on past 
incidents, the new vulnerabilities introduced by 5 G and existing vulnerabilities exacerbated by the introduction 
of more connected devices, along with mitigation recommendations for each risk. Risks associated with the 
rollout of and transition to 5 G, risks from 5 G network disruptions, cyberattack risks, and privacy risks are 
included. While each of the sectors has a unique risk profile, general themes also emerged across multiple CI 
networks. Notably, there will be an increased number of threat vectors from smart devices reliant on the tele-
communications network to provide monitoring and control of infrastructure services. Because many of these 
devices are accessible by the public, the risk of social engineering attacks and vulnerability to physical hacking 
are exacerbated. Successful risk mitigation requires collaboration among CI’s many stakeholders to implement 
security measures at the interfaces between connected devices to limit the access to assets in case one security 
measure is successfully bypassed. Due to the increased interdependencies between CI networks, operators must 
create backup plans to keep the most essential services running on a smaller bandwidth in case of a 5 G outage or 
similar failure. As 5 G capabilities continue to develop and the risk landscape evolves, ongoing research is needed 
and CI owners and operators should be prepared to update security measures to remain ahead of identified risks 
and threats.   

1. Introduction 

The fifth generation of wireless technology is upon us along with 
promises of ultra-high data transfer speeds and decreased latency to 
supply the increasing demand for high-quantity content to be delivered 
instantaneously. The transition from current 4 G LTE to 5 G is proposed 
to support a substantive shift in how information is transferred across 
the critical infrastructure (CI) landscape. It is anticipated to take us into 
a world where artificial intelligence and smart city applications are 
commonplace, with continuous monitoring of systems, communication 
of information with infrastructure owners and individual users, and 
automated control of these systems to achieve efficiency, safety, and 
sustainability objectives. However, before 5 G can deliver on its 

promises, a large-scale telecommunications infrastructure rollout and 
operational overhaul must take place to achieve a successful transition 
and provide the anticipated capabilities of 5 G. This growth and tran-
sition for 5 G is being done in a complex and risk-filled environment 
where the telecommunications network is subject to increasing threats 
while becoming increasingly integral in the operations of other CI. With 
increasing interconnectivity and interdependencies between CI systems, 
it is essential to consider the new risks that 5G-enabled features intro-
duce for infrastructure network operations and recovery. 

Technology is already being developed for the integration of 5 G into 
transportation, water, gas, oil, and other sectors which, if affected, can 
have devastating impacts on human health and safety. Because of the 
nature of the services provided by CI, it is essential to anticipate the 
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types of risks that 5 G will bring in order to make plans to mitigate them. 
In this paper, the authors describe the challenges for various major smart 
CI networks in the transition to 5 G, as well as types of risks that can be 
anticipated from the increased interdependence with 5 G for these CI 
networks. Most previous work on infrastructure risk assessment focuses 
on physical risks, such as asset damages or physical deterioration. This 
paper additionally focuses on cyber risks, which are growing in impor-
tance in the analysis of CI risk and resilience [1,2]. While there has been 
work on cyber risks for a single system such as the smart grid, this work 
provides an assessment of risks across four major CI sectors to be able to 
assess commonalities and differences among systems. Included are 
smart transportation, smart water, smart power, and smart gas and oil 
infrastructure systems, which present a range of risk types for CI net-
works. These systems are selected as ones where 5 G is anticipated to 
significantly advance current operations and are of critical importance 
to the health, safety, and security of society. Analyzing four sectors al-
lows the authors to find common themes across different sectors, while 
still allowing for an in-depth assessment of risk landscapes for the in-
dividual networks. 

Throughout these technological advances, it is essential to maintain 
the confidentiality, integrity, and availability (commonly known as the 
CIA triad in information security) of the assets in critical infrastructure 
networks. In addition to investigating threats to data privacy (confi-
dentiality) and threats aiming to tamper with assets (integrity) while 
keeping critical services up and running with appropriate parties in 
control of these networks (availability), this study includes an assess-
ment of challenges specific to the transition period to 5 G, as 5 G 
infrastructure is built out and automated features gradually become 
available. For each of the four CI sectors studied, this paper goes into 
detail for the risks associated with the transition to 5 G, cyberattack 
risks, and privacy risks, all risk types that are becoming increasingly 
prevalent with expanding system connectivity and operations at the 
edge. While many prior works have investigated the cyber-physical risk 
landscape of a 5 G telecommunications system, this study seeks to un-
derstand the cascading risks that 5 G brings to CI networks that will use 
it. Compared to purely qualitative studies, this study includes quanti-
tative measures of the sizes of infrastructure systems, uses of 5 G, and 
descriptions of prior historical events where possible to provide a sense 
of the scale of potential risk impacts. From the identified risks, this paper 
also describes the authors’ recommendations for mitigating these risks, 
building on existing works describing the applications of 5 G in CI net-
works and some of the security concerns associated with these appli-
cations. This paper provides for the first time a comprehensive overview 
of the risks associated with the transition to 5 G for four CI systems, as 
well as an assessment of particular elements of the risk landscape after 
the transition. This new landscape will include not only 5G-specific 
risks, but also existing risks that may be exacerbated by the increase 
in connected devices that comes with the implementation of more smart 
features. This paper provides a foundation, given the information 
currently available in the early stages of 5 G implementation, for 
stakeholders to consider their systems’ cyber-physical vulnerabilities, 
and the types of risks that each network may face. It provides a basis for 
designing 5G-enabled features with these risks and vulnerabilities in 
mind to minimize these risks even before the features become 
functional. 

The rest of the paper is organized as follows. The next section de-
scribes the connections between the telecommunications system and 
other CI networks, highlighting the criticality of investigating the 
intersection and interdependencies between these systems. Previous 
work in this area is then described, where a gap is identified in assessing 
the impacts of emerging 5 G technologies on CI risk assessment. Next, 
the authors summarize the functionality and capability advances of 5 G, 
including the anticipated benefits of the 5 G network as it relates to 
enabling functionality in other CI sectors, and risks specifically arising 
from the transition from 4 G to 5 G. The following sections then describe 
the risks associated with specific major smart CI systems analyzed, 

including smart transportation, water, power, and gas and oil networks. 
For each of these systems, risks during the rollout of 5 G, risks in the case 
of a 5 G network disruption, cyberattack risks, and privacy risks are 
examined. The authors discuss each CI system individually along with 
corresponding mitigation recommendations and common themes across 
sectors. 

2. Telecommunications and critical infrastructure 

Infrastructure systems provide varying services that are critical to the 
safety, security, health, and efficiency of society. Among these functions, 
the communications sector provides access and connectivity capabil-
ities, enabling the function of many other critical systems such as en-
ergy, water, transportation, and emergency services that depend on 
communications for operations and recovery. The dependence of CI 
sectors on network communications is continuing to grow as these sys-
tems become more connected and automated, and the number of ap-
plications and services for monitoring and control that require a network 
connection increase. These changes in how infrastructure systems 
operate, however, increase the criticality of telecommunications not 
only for the communications sector, but for its dependent CI sectors as 
well. One result is that a communications disruption could lead to dis-
ruptions of other critical sectors, resulting in potential cascading failures 
due to these dependencies [3,4] and compounding the infrastructure 
impacts while trying to recover the network after a disruption. 

The implementation of 5 G for the telecommunications network is 
central to this increase in the reliance of other CI systems on network 
connectivity. For example, 5 G is enabling machine-to machine 
communication and increased smart infrastructure monitoring and 
control. Such capabilities depend on a reliable network connection to 
function properly and a resilient connection to continue to function 
through disruptions. The wide-ranging dependencies of CI systems on 
telecommunications infrastructure is shown in Fig. 1. Included are the 
varying sectors reliant on telecommunications, and the functions within 
each of those sectors that utilize telecommunications for operations. 
Disruptions to the telecommunications system could severely impact 
these critical sectors and functions as shown in Fig. 1, including oper-
ations in the energy, manufacturing, emergency services, finance, public 
health, water, and transportation systems. Of these, transportation, 
water, energy, and gas/oil systems are the focus of this study as critical 
systems to support society. 

With these connections, vulnerabilities in the telecommunications 
system translate into increased risk to CI systems. The use of telecom-
munications infrastructure to identify and communicate anomalies and 
disruptions to a system makes telecommunications infrastructure vital 
in ensuring not only infrastructure reliability but also CI resilience. With 
a broadly accepted definition of resilience as the ability to “prepare and 
plan for, absorb, recover from, and more successfully adapt to adverse 
events” [5], telecommunications infrastructure is critical to infrastruc-
ture resilience across sectors and aspects of resilience. Increased remote 
monitoring and control of infrastructure assets makes communications 
essential to first quickly identify system faults or failures - addressing the 
ability to absorb the effects of an adverse event - and then to deliver 
patches or deploy fixes to bring the system back online - addressing the 
ability to recover from disruptions [6]. As infrastructure owners, na-
tional agencies, and academic researchers seek to increase infrastructure 
resilience, it is critical for these stakeholders to understand the risks 
associated with the various components of the telecommunications 
network, including throughout the transition from 4 G to 5 G, to be able 
to mitigate and protect against those risks. 

3. Background and related work 

Extensive work has been conducted in the field of risk analysis of 
interdependent infrastructure systems. Applegate and Tien [7] propose 
a Bayesian network-based approach to probabilistically assess 
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infrastructure interdependencies. Suo et al. [8] present a method to 
probabilistically quantify CI risk, which uses expert opinion to take into 
account interdependencies between CI networks. Kim et al. [9] assess 
the risk to the industrial control systems used in many CI applications, 
highlighting the cascading impacts on dependent networks. While these 
approaches can be applied to the risk assessment of CI systems depen-
dent on telecommunications networks, most of these are generalized 
approaches that may not account for the specifics of telecommunications 
systems. In addition, the methodologies often require large amounts of 
detailed data about components that is not available for 5 G network 
applications in CI that have not been constructed or in some cases 
designed yet. 

Johansen and Tien [4] introduce the idea of access for repair infra-
structure interdependencies, which characterize infrastructure compo-
nents that must be functioning to provide access to repair failed 
components in other infrastructure systems. Included is the idea of cyber 
access provided by telecommunications infrastructure to be able to 
connect and communicate with CI components. However, a generalized 
modeling framework to capture these access for repair in-
terdependencies is described, rather than detailing the specific risks 
arising from increased cyber and communications connections. 

In the area of cybersecurity research, there have been limited studies 
on the connections between cyberattacks and other CI sectors. Hassan-
zadeh et al. [10] and Huq et al. [11] summarize cybersecurity incidents 
in specific sectors (smart water and smart transportation networks, 
respectively), which help to identify trends across the types of attacks 
that have occurred in the past and the trends in objectives of attackers 
targeting each CI sector. Kimani et al. [12] present a series of cyberse-
curity risks that smart grids face as the energy sector becomes more 
integrated with the internet of things. However, these do not give in-
formation about how 5 G technology specifically will change the risk 
landscape. The U.S. Cybersecurity and Infrastructure Security Agency 
(CISA) [13] has summarized potential threats to the telecommunica-
tions network. However, this assessment does not include risks to CI 
networks that depend on 5 G to function. 

Various studies investigate the privacy and cybersecurity risks that 5 
G networks will face along with recommendations for how to mitigate 
them [14,15] but do not extend the risk assessment to the other critical 
networks that will be interconnected with the telecommunications 

network. Borgaonkar et al. [16] evaluates cybersecurity for the 
5G-enabled smart grid. However, only the grid network is analyzed, 
without consideration of other CI. Lai et al. [17] investigate the privacy 
and security risks that 5 G brings to a smart traffic network through 
analysis of a case study as well as a qualitative summary of current 
challenges in 5G-enabled smart transportation networks. Compared to 
these prior works, this paper presents the first study of its kind to 
comprehensively assess the risks of 5 G to several connected smart CI 
with quantitative estimates of the impacts based on relevant past in-
cidents, and special consideration for the transition period during which 
5 G infrastructure is being developed and deployed. It details the role 
that 5 G will play in smart CI for four major sectors (transportation, 
water, power, and oil and gas), describes properties relevant to its ap-
plications in CI systems, outlines the risk landscape for 5G-enabled smart 
CI, and presents mitigation recommendations to address these risks. 

3.1. Advances of 5 G and its uses in critical infrastructure systems 
operations and recovery 

This section describes the functionality and capabilities of 5 G, 
including the anticipated benefits of the 5 G network, particularly as 
they relate to enabling functionality in other CI sectors. One of the key 
advances in 5 G is its support of increasing data volumes and speed. 5 G 
will significantly increase the estimated maximum amount of data 
throughput available from the current 100 Megabytes per second 
(Mbps) of 4 G LTE to 20GBs per second (Gbps) [18]. A faster throughput 
will enable increased data speed and capacity with anticipated benefits 
to CI, such as near real-time monitoring of assets such as pump condi-
tions for a water distribution network or traffic conditions for trans-
portation systems. 

To meet the demand for increased capacity and throughput, an 
expanded spectrum of radio frequencies will be implemented with 5 G to 
reduce data congestion. This increased frequency range, or bandwidth, 
is vital to support the growing Internet of Things (IoT), with devices that 
are connected and communicating with each other to perform certain 
tasks, without necessarily requiring human-to-human or human-to- 
computer interaction [19]. 4 G LTE uses a relatively small frequency 
range typically around 2 to 6 GHz. If a large number of connected de-
vices attempt simultaneous access to the same limited spectrum space, 

Fig. 1. Overview of CI sectors and functions dependent on the telecommunications system for operations and recovery.  
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then queueing issues and capacity limits will decrease the quality of 
service provided. Data congestion results, exceeding the capacity of the 
system and preventing data requests from going through. This is 
particularly problematic when many devices are in close proximity 
attempting access to the same bandwidth or same node into the network 
at once, as is proposed for many smart city applications with distributed 
sensing, data processing, and communication. 5 G addresses this issue by 
expanding the amount of spectrum available for telecommunications 
providers to lease for connected devices. This will be valuable in ap-
plications such as smart water networks and smart energy, where large 
amounts of smart sensors and meters will be transmitting data contin-
uously and simultaneously. 

In addition to faster and higher capacity throughput, a decrease in 
latency is another key feature of 5 G that is of relevance for CI sectors. 
Current 4 G latency is about 15 microseconds (μs), while 5 G seeks to 
decrease latency to under 1 μs [20]. Ultra-low latency is crucial to ser-
vices that 5 G looks to provide. For instance, autonomous vehicles do not 
require high throughput speeds; however, low latency is essential to 
their successful operation. Self-driving cars do not demand high 
amounts of data to function but must have instantaneous access to 
communicate with other vehicles to ensure safety and functionality. 
Expanding the spectrum for 5 G will support both the high throughput 
and low latency advancements of 5 G. This will be accomplished by 
using higher band frequencies above 24 GHz in addition to enhancing 
current 4 G frequencies. 

The different radio bands can be broadly divided into three cate-
gories: low-, mid-, and high-band radio frequencies. Each band fre-
quency range is tasked with meeting different 5 G needs. Low-band 
frequencies will be used to enhance existing 4 G LTE spectrum appli-
cations and the current mobile broadband environment. This will allow 

faster data throughput to mobile devices and greatly increase the ca-
pacity of high data-consuming activities. Mid-band spectrum will be 
tasked with supporting Ultra-Reliable Low-Latency Communications 
(URLLC). This is intended to enable specific applications such as 
autonomous vehicle transport and monitoring the condition of water 
distribution pipes. Finally, the high-band spectrum range will support 
massive Machine Type Communication (mMTC) to ensure many IoT 
devices will have a reliable connection. Millimeter-wave (mmWave), a 
subset of the high-band spectrum range, provides the fastest data 
transfer rates. 

The multiple bands for 5 G will be integral in supporting CI systems 
for monitoring in smart infrastructure and smart city applications, as 
well as for enhancing quality of service in densely populated areas [21]. 
There are, however, challenges and limitations to expanding the radio 
frequency spectrum, including in the CI applications that will utilize the 
expanded bands. In the lower band frequency spectrum on which 4 G 
LTE operates, waves can propagate over long distances and penetrate 
through buildings and other obstructions. C-band is a frequency band 
(3.4 - 4.2 GHz) within the mid-band spectrum that is considered espe-
cially valuable because it provides a favorable combination of the speed 
of higher frequency signal and the range of lower frequency signal [22]. 
The higher frequency spectrum increases performance with higher 
throughput capacity and lower latency characteristics; however, waves 
in these frequencies travel shorter distances and can be blocked by ob-
structions and even be affected by inclement weather conditions [23]. 
Waves in the high-frequency band are easily blocked by surrounding 
buildings, and therefore require more densely placed infrastructure to 
achieve consistent coverage [24]. Because this is not feasible over large 
areas, high-band service is expected to be limited to small, densely 
populated urban areas, while rural areas will likely be limited to the 

Table 1 
5 G bands: advantages, disadvantages, and uses for critical infrastructure systems.  

Band name Low-band Mid-band High-band 

Frequency Range < 1GHz 1 - 2.5 
GHz 

3.4 - 6 GHz 24 - 86 GHz [28] 

Mobile network technology 
standard that uses band 

2 G, 3 G, 4 G, 5G 2 G, 3 G,4 
G, 5G 

4 G, 5G 5G 

Advantages Travels further: Each antenna has 
wider coverage 
Can provide nationwide coverage  
[25] 
Can travel through physical obstacles 
[25] 
Can use much of existing 4 G 
infrastructure for 5 G deployment  

Contains C-band 
spectrum  
(3.4 - 4.2 GHz)  
[26] 

Contains mm-Wave frequencies used by telecommunications 
companies (28 GHz and 39 GHz) [29] 
Ultra-low latency / high speeds 
Suitable for many valuable applications such as vehicle 
automation due to high speeds Wider usable spectrum: 

capacity for more devices than 
other bands [24] 
Can travel through walls [24] 
Optimal balance of wider 
coverage per antenna and 
higher speeds [24] 

Disadvantages Lower speeds than mid- and high- 
band 

Because of the popularity of this 
frequency band for uses other 
than 5 G, securing sections of 
the spectrum at auctions is 
difficult and expensive for 
service providers [24] 
Must ensure that 5 G in this 
band does not interfere with 
other users (e.g. Federal 
Aviation Agency concerns 
about interference with 
airplane safety equipment) 
Lower speed than mm-wave: 
not optimal for many 
applications that require near 
real-time connectivity [27] 

Cannot travel through walls [24] 
Other physical obstacles (e.g. glass, vegetation) can interfere with 
signal 
Travels shorter distances: more infrastructure required 
Coverage will be limited to small, densely populated areas [24] 

Uses for critical infrastructure 
systems 

Monitoring of resource consumption (electricity, water) using smart 
meters 
Monitoring of system components to determine when/where 
maintenance is required 
Accommodating the large number of smart devices connected to smart 
power grid 

Near-real time transmission of sensor information from vehicles 
over a short distance (automobiles, ships, etc.) [30] 
Real-time communication with field workers during specialized 
repairs  
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mid- and low-band spectrum. This will have implications for the CI 
services enhanced by 5 G as well. The properties of the varying bands 
including their uses for CI systems are summarized in Table 1. 

Finally, to achieve the proposed advancements of 5 G will require a 
robust set of hardware and software components to be rolled out and 
operationalized to ensure that quality of service and connectivity re-
quirements are met. To achieve usable high frequency data trans-
missions, 5 G will implement small cell devices that act as miniature 
base stations to provide short distance coverage. The range of small cells 
will be between 10 m and a few hundred meters depending on use and 
obstructions in the line of sight between the node and the device. Small 
cells will need to be placed every 250 m on average in urban areas to 
achieve the quality of connection desired [31,32]. The small cells will 
increase the number of connected devices that are able to connect to a 
given tower, and greatly increase data throughput capabilities. 

While each of these components enhances 5 G capabilities, each also 
introduces new risks to the telecommunications system. One of the 
purposes of this paper is to highlight the emerging risks associated with 
the increasing use of 5 G for CI so that research can be conducted, and 
mitigation measures put into place before the full deployment and op-
erations of these systems. There is, however, a transition period for this 
to happen, which itself is subject to certain risks. These are described in 
the following section, which discusses the current rollout progress and 
risks specific to this transition period. 

3.2. Transition from 4 G to 5 G and associated risks 

Because of the large amount of infrastructure needed for the full 
implementation of 5 G technologies, the rollout of 5 G is planned to take 
place in phases. Initial 5 G rollouts will rely heavily on the existing 4 G 
network, referred to as a non-standalone (NSA) 5 G network. Over time, 
rollouts will build towards a standalone (SA) 5 G network, which has its 
own core network independent of 4 G [33]. While beginning with a NSA 
network allows providers to begin to provide enhanced service to cus-
tomers before the full 5 G network is built out, it also means that the NSA 
network will inherit much of the risk landscape of the previous 4 G 
network. These risks include vulnerability to viruses that can cause 
reduced signal speeds or leaks of personal information [34], and greater 
susceptibility to denial-of-service attacks [35]. Considering the multiple 

bands of 5 G as described in Table 1, Fig. 2 describes the general rollout 
strategy for 5 G and current progress as of this writing. 

Large companies such as AT&T have prioritized making high-band 
signal available in venues (e.g., stadiums, airports) in major cities 
before expanding to larger areas [36]. Though all three bands identified 
in Fig. 2 are already being rolled out to some degree, the general strategy 
of providers is to start with expanding the bandwidth of low-band signal 
by building on existing 4 G LTE infrastructure, and then building out 
mid- and high-band infrastructure [33]. AT&T offers low-band signal in 
many cities, is working on mid-band (C-band) and is slowly building out 
high-band in densely populated areas. 

Because more high-band infrastructure is required than for mid- or 
low-band, coverage expands most slowly for high-band service. Addi-
tionally, with the high initial cost of installing the antennas required for 
5 G signal [34], and as telecommunications companies cannot expect a 
very high number of 5 G subscribers from the beginning, the amount of 
money that providers can put into expanding their infrastructure is 
limited. This not only constrains the quality of service that companies 
can provide to 5 G customers initially, but it also limits its applications 
for CI systems if the necessary speeds are not available consistently. For 
example, in the early stages of rollout when high-band signal is only 
available in a few public venues nationwide, a connected vehicle as part 
of a smart transportation network cannot rely on 5G-enabled automated 
features to communicate information with nearby roadside units 
throughout its entire trip. Even in later stages, when high-band signal is 
available throughout cities, coverage cannot be guaranteed along all 
roads and highways in the country. This means that 5G-enabled auto-
mated driving features will only be able to be implemented once there is 
high-speed coverage over a large area, and there must be backup pro-
cesses in place for use where 5 G is not yet built out or when 5 G signal is 
disrupted. 

With the amount of infrastructure needing to become operational for 
a full 5 G rollout, there will be differentials between locations of 
implementation. In addition to varying implementation of bands of 
signal across providers, there is the potential of increasing the “digital 
divide” and inequality in the access to technology among a population 
[35]. Because it is least cost-effective for companies to provide mid- and 
high-band signal in rural areas, people in urban areas will have better 
access to higher speed signals than those in rural areas. Critical 

Fig. 2. 5 G rollout process and current progress.  
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infrastructure utilities in densely populated cities will have earlier and 
better access to 5G-enabled features, while utilities serving smaller, 
rural populations will not have access to the same benefits. This widens 
the digital divide because the benefits enabled by 5 G for CI will be 
limited to certain populations. 

Finally, there have already been operational risks identified and 
encountered in this early phase of 5 G implementation and with current 
rollout progress. In early 2022, the aviation industry voiced concerns 
that 5 G C-band signal could interfere with safety equipment used by 
airplanes [36]. Providers AT&T and Verizon had planned to begin 
rolling out C-band service on January 4, 2022. Once the security concern 
was voiced, however, at the request of the U.S Secretary of Trans-
portation, AT&T and Verizon agreed to push back rollout two weeks to 
allow time to assess the risks that 5 G poses to aviation. As the rollout of 
5 G continues to take place, it is likely that further security concerns will 
emerge that highlight risks between the telecommunications and other 
sectors and can cause costly delays for telecommunications providers. 
This incident highlights the importance of anticipating risks as well as 
collaborating with other industries to avoid such last-minute setbacks 
and ad-hoc risk mitigation measures. The next section details the specific 
risks posed by 5 G in the operations and recovery of smart CI systems, 
specifically for the four major sectors of smart transportation, smart 
water, smart power, and smart gas and oil infrastructure. 

3.3. Risks of 5 G for smart critical infrastructure systems 

For each of the four systems examined (smart transportation, water, 
power, and gas and oil networks), risks from 5 G in each of the following 
three categories are examined: 1) Risks during the rollout of and tran-
sition to 5 G and risks in the case of a 5 G network disruption; 2) 
Cyberattack risks; and 3) Privacy risks. These networks present a range 
of risk types and historical risk scenarios. The authors first discuss each 
CI network individually along with corresponding mitigation recom-
mendations and then present common themes across sectors. 

3.3.1. Smart transportation 
Current advances in the transportation system are based on the 

ability of 5 G to provide near real-time communications with low la-
tency. The transportation sector will make use of 5 G to allow vehicles to 
gather information about their surroundings as well as enable commu-
nication between a vehicle and surrounding vehicles, infrastructure, and 
pedestrians [37]. This technology, i.e., cellular vehicle-to-everything 
(C-V2X) communications, promises many benefits in terms of traffic 
security and efficiency by allowing for various levels of vehicle auto-
mation [38]. However, transmitting sensitive vehicle information and 
eventually using 5 G to control the movement of vehicles means that 
there are severe privacy and safety concerns in the event of a failure, 
malfunction, or cyberattack on the 5 G network. Additionally, vehicle 
communication and automation require near real-time signal speeds so 
that vehicles can react quickly to their changing environments, which 
requires high-band (mmWave) signal. 

3.3.1.1. Risks during transition to 5 G and risks in the case of a 5 G 
network disruption. Even as high-band 5 G infrastructure is rolled out in 
more parts of major cities in the near future, coverage will be limited and 
inconsistent due to the short range of high-band antennas. This means 
that the areas in which vehicles can send and receive messages with low 
latency will be spotty, which can be dangerous if a driver is reliant on the 
vehicle’s automated features. With the focus of high-band rollout in 
urban areas, vehicles may not have high-band enabled automated fea-
tures throughout their entire trip, especially in rural areas, in suburban 
areas, or along highways. Drivers in vehicles with automated features 
have been found to have reduced situational awareness due to increased 
reliance on the automated driving assistance features [38]. Inconsistent 
signal can cause safety concerns if the driver is counting on the vehicle’s 

assistance with lane changes, emergency braking, or other critical 
functions. In the case of a 5 G network outage, the concerns would be 
similar to those just described. 

During the 5 G rollout process, vehicles on the road can be expected 
to mostly have lower levels of automation, meaning that vehicles have 
automated features that help drivers with certain tasks such as lane 
changes or parallel parking, but the driver is still fully responsible for the 
operation of the vehicle. Since the driver is still mainly in control of the 
vehicle, the consequences of a lack of 5 G coverage, inconsistent 
coverage, or a 5 G network outage are likely not as severe as with higher 
levels of automation, where the vehicle is directed and controlled 
automatically. As 5 G network coverage increases and automated 
vehicle features and capabilities increase, however, the implications of 
increasing dependence of vehicles on 5 G must be taken into account. 
For example, during this transitional period, to avoid safety hazards, it is 
essential to keep the driver alert and in control of the vehicle. This can be 
done by sending clear alerts to the driver when mmWave signal is 
interrupted and automated features are no longer reliable, so that the 
driver can react accordingly. 

3.3.1.2. Cyberattack risks. The human safety element of smart trans-
portation systems makes the potential impacts of a 5 G network cyber-
attack particularly significant. There are cases in which attackers can 
alter any of a range of C-V2X messages, including between vehicles, and 
between vehicles and infrastructure, causing unpredictable behavior in 
vehicles. The two most common types of messages sent using C-V2X 
technology are Cooperative Awareness Messages (CAM) and Decen-
tralized Environmental Notification Messages (DENM). These types of 
messages are intended to communicate information about a vehicle’s 
position coordinates, direction of movement, information from the ve-
hicle’s environmental sensors, identification as a public vehicle (school 
bus, etc.), among other detailed information [39]. This can be useful to 
help other vehicles identify and avoid hazardous conditions or simply 
avoid areas with heavy traffic. If any of these messages are altered, 
however, the automated features of a vehicle can be based on incorrect 
situational information. For example, if a CAM communicating the 
distance between vehicles is altered, this incorrect information will 
impact the outputs of automated vehicle-following algorithms, leading 
to potential crashes and significant life safety impacts. 

Roadside units (RSUs) receive CAM and DENM from vehicles and 
distribute alerts about obstacles on the road, traffic congestion, etc., to 
the relevant vehicles. A cyberattack targeting a RSU can cause wide-
spread changes in the behavior of many vehicles at once. Thus, it be-
comes even more critical to assess the risks associated with these 
infrastructure assets. Consistent monitoring of RSUs for suspicious ac-
tivity is essential to quickly identify and fix any malicious code or 
communications that may impact a large number of vehicles. Because 
the behavior of one vehicle affects that of nearby vehicles and can easily 
cascade to network-level impacts, it is difficult to predict the extent of 
the consequences of such an attack. Efforts have been made to use RSUs 
to monitor vehicles within their range and detect suspicious behavior, 
for example through a challenge-response authentication that can detect 
malware in a vehicle without transmitting additional private informa-
tion between the vehicle and RSU [40]. A similar approach may be 
beneficial for monitoring RSUs, either periodically by vehicles or by 
other RSUs if their signal ranges overlap. Detailed analyses of risk sce-
narios are useful for understanding the effects of attacks on both 
network efficiency and passenger safety. Such analyses, including 
micro-level simulations, can be tailored to a specific location of interest 
and the automated features available, enabling specific quantitative 
assessments of potential risk impacts to the network [41]. Simulations 
like these may also be used to test various mitigation efforts in a 
cost-effective way to determine which to implement. 

In addition to vehicles and RSUs, other infrastructure connected with 
smart transportation networks, such as digital signs, are targets of 
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hacking. Previous instances of these attacks include the removal of a 
construction site warning message on a digital highway sign by a person 
who guessed the login information to the controls of a digital sign. 
Although this was intended as a prank, the safety of construction 
workers was put at risk [11]. In another similar incident, an attacker 
gained access to digital road signs owned by a private contractor and 
changed the message displayed [11]. While these were not 5G-enabled, 
the automation of more infrastructure located in areas easily accessible 
by the public makes it more difficult to provide enough physical security 
to all distributed infrastructure assets supporting a smart transportation 
system to prevent such attacks. 

3.3.1.3. Privacy risks. Transmitting the detailed information contained 
in CAM and DENM across the assets in a smart transportation system 
introduces privacy risks to network users. Accessing information about a 
vehicle’s location or destination would allow a malicious actor to track a 
vehicle’s movement along roads. This could lead to safety and privacy 
concerns for the vehicle passengers, who are unaware that they are 
being tracked. Other possible attacks include side-channel attacks or 
passive man-in-the-middle (MITM) attacks in which an attacker can 
access messages sent by vehicles and access private information. Such 
risks comprising private information in a 5G-enabled system exist across 
the CI sectors examined, as discussed in the sections following. What 
distinguishes the privacy risks for the smart transportation system is the 
dynamic nature of the information being shared, with mobile assets, i.e., 
vehicles moving throughout the system, and the number of interactions 
and communications among the components of the system. 

3.3.2. Smart water 
As the technologies for smart water systems advance, water distri-

bution networks will use sensors to monitor the condition of infra-
structure such as pipes to identify leaks or prioritize pipes for 
maintenance [42]. Other applications include detection of blockages in 
sewage systems, smart valves and pumps that adjust to changes in flow 
rate, and smart meters in streets and at homes [42]. Smart meters track 
water usage in near real-time and provide water treatment plants 
detailed information about demand throughout the day, making it easier 
to detect leaks, bill customers more accurately, and encourage cus-
tomers to save water through consistent reports of their usage [43]. 
While some of these features are already being used, 5 G will allow more 
features to be functioning at once due to the larger bandwidth, more 
reliable communication between devices, increasing the effectiveness 
and number of simultaneous use of smart components [42]. Edge 
computing technology associated with 5 G will also allow more data 
processing to be done at edge devices such as water meters instead of 
transmitting all collected data to the server and sending processed re-
sults back to the device, further improving efficiency [44]. However, 
edge computing brings new security concerns. Importantly, user devices 
(e.g. smart meters at homes) increase the vulnerability of the smart 
water network to private information theft or hacking due to lack of 
physical security. In particular, previously centralized assets can be 
more consistently secured compared to the distributed assets of an edge 
computing network. Using this type of computing infrastructure 
securely requires securing of multiple edge servers, which can be more 
costly than concentrating security measures around one central server 
[45]. 

3.3.2.4. Risks during transition to 5 G and risks in the case of a 5 G 
network disruption. The main challenge during the transition to 5 G will 
be the limited availability of 5 G infrastructure. At first, 5G-enabled 
smart water features will be limited to select large cities and less 
accessible to small towns and rural areas. The initial cost of the sensors 
and smart meters may also inhibit smaller water treatment plants from 
implementing this technology. This keeps smaller, more rural commu-
nities from benefiting from the advantages that 5 G offers for utilities, 

increasing the digital divide between more affluent, urban communities 
and low-income and rural communities. 

During a potential 5 G network disruption, smart water networks 
would have to rely on more manual monitoring methods or use 4 G as a 
backup. Using 4 G would mean that there would be no real-time sensor 
updates and that the overall bandwidth would be reduced. This would 
likely mean that not all smart devices could be kept online, even at lower 
speeds. As reliance on 5 G network capabilities increase, for a case like 
this, smart water utilities should have an emergency plan prioritizing 
which functions can or must continue running on the limited bandwidth 
and signal speed provided by 4 G, and which functions can be done 
manually until 5 G service is restored. 

3.3.2.5. Cyberattack risks. Water systems have already been the target 
of cyberattacks. A water treatment center hack attempt in Florida in 
early 2021 targeted the chemical levels in drinking water. In this case, 
rapid detection allowed an employee to manually fix the issue before it 
affected the public. A Pennsylvania water plant saw similar attempts and 
stated that hacking attempts are becoming more frequent with the goal 
often being to damage components such as pumps or valves [46]. Such 
attacks put the populations served by these water treatment plants and 
distribution systems at risk. The Pennsylvania plant attack, for example, 
put the health of the occupants of the 2300 homes and businesses 
serviced by the plant at risk. Additionally, if successful, an attack could 
require the drainage of water reservoirs if the quality of the water is 
tampered with, causing significant economic and environmental con-
sequences [46]. 

Other cyberattacks on water infrastructure include ransomware at-
tacks. Several ransomware attacks have occurred on water plants 
throughout the U.S. over the last few years. An attack in Nevada in 2021 
infected main monitoring and control systems as well as backup systems. 
Similar attacks occurred in Maine and California in 2021, as well as New 
Jersey and Kansas in 2020 and 2019 [47]. Ransomware attacks aim to 
benefit the attacker financially, causing potentially debilitating financial 
losses for utility companies. While the Public Utility Commission re-
quires annual cybersecurity plans of large utilities, it does not require 
this of smaller ones [46]. New regulations aim to close this gap; how-
ever, implementation remains ongoing. There are presently over 148, 
000 drinking water systems in the United States, with only 9% of these 
servicing over 257 million people. The remaining 91% are much 
smaller, providing water to populations of under 10,000 each. Because 
America’s Water Infrastructure Act of 2018 requires water networks 
providing water to at least 3300 people to have up-to-date risk assess-
ments, smaller networks who do not have updated risk assessments are 
left especially vulnerable [48]. Increasing accountability for smaller 
utilities to consider their cybersecurity threats through policy or defined 
best practices will prepare them for the evolving risk landscape. At the 
same time, malfunctions of or targeted attacks on one of the largest 9% 
of plants can impact millions of people, making them prime targets for 
malicious actors seeking ransom money or to cause large-scale harm. As 
seen from prior events, early detection and employee intervention is 
instrumental in preventing severe consequences of potential cyber-
attacks. Increased investment in security measures to quickly detect 
unusual activity and alert on-duty employees is recommended to 
maintain control over the 5G-enabled automated features and reduce 
risks associated with increasing cyber connections. 

3.3.2.6. Privacy risks. Installing smart meters means that detailed in-
formation about a household’s water consumption is gathered. While 
this may not seem like especially private information, water consump-
tions of zero during the same time each day can indicate to a malicious 
actor residents’ work or school schedules and no water consumption 
over a prolonged period of time may suggest that residents are on 
vacation or that the residence is vacant. This can be used to plan targeted 
break-ins. Although edge computing improves efficiency, it also results 
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in more consumer information being processed and aggregated close to 
the devices located in neighborhoods. This increases the consequences 
of physical attacks because it not only creates more access points for 
attackers but also increases the amount of personal information avail-
able at these devices [33,36]. In addition, providing these data to con-
sumers through their accounts makes users more vulnerable to social 
engineering or phishing attacks, where attackers seek to obtain login or 
financial credentials. To prevent this, it is essential to treat any outside 
users as untrusted within the system and limit what is able to be accessed 
through individual accounts. 

3.3.3. Smart power grid 
The anticipated advances for smart power networks from the advent 

of 5 G is similar to those for smart water grids. Smart power grids are 
planned to benefit greatly from in-home smart metering devices that will 
track energy consumption throughout the day [49]. This increases the 
efficiency of the network by informing providers of energy demands, 
allowing them to optimize their energy purchases from producers as the 
electricity market price changes hourly. Additionally, providers can 
more easily manage power supplied from a larger number of smaller 
sources, making it easier for renewable energy producers to be inte-
grated into the grid. Other smart applications in the power grid include 
automatically detecting and powering off idle base stations to save en-
ergy [50]. 

Currently, the average duration of blackouts in the U.S. is about 100 
min, and an average of roughly 8000 people are affected per outage 
[51]. Smart power grids are expected to increase reliability (decreasing 
the average duration of power outages and the average number of cus-
tomers affected) through features such as advanced metering, automatic 
fault location, isolation and service restoration, as well as automatic 
switching devices [51]. Though 5 G is anticipated to provide significant 
environmental and economic benefits to the power grid, it also in-
troduces a variety of new risks for which infrastructure owners and 
operators must be prepared. Though only four cybersecurity incidents 
on the power grid have been reported, the frequency of these events is 
expected to increase in the future [52]. 

3.3.3.7. Risks during transition to 5 G and risks in the case of a 5 G 
network disruption. Ownership of the power grid is split among a variety 
of owners. While some parts are public utilities, others are owned by 
investors, independent power producers, or other government agencies 
[52]. Investor-owned utilities (which make up only 6% of the total) 
supply energy to 72% of U.S customers. This means that many stake-
holders must be on board and willing to make the initial investments 
needed to implement 5G-enabled smart features. The result is that 
implementation of these features is likely to vary widely among different 
parts of the power grid, resulting in different vulnerabilities and security 
measures throughout. Interconnections between parts of the grid also 
need to be considered to ensure consistent functionality across local 
grids and that vulnerabilities do not propagate across portions of the 
grid. In addition, the large amount of IoT devices connected to the power 
grid at homes with a wide variety of security features, including some 
with no cybersecurity measures at all [53], results in vulnerabilities at 
the interfaces between different parts of the network that are difficult to 
predict. The multiple parties involved in grid operations and function-
ality highlight the need for collaboration among many to secure the grid. 
Standardized security features across providers and, as much as possible, 
for IoT devices is valuable in managing these vulnerabilities. Initiatives 
to standardize IoT security measures have helped close some of the se-
curity gaps between connected devices, but challenges remain relating 
to interoperability and security at the interfaces between devices [54]. 
Because of this unpredictability, devices connected to the smart grid 
must be treated as unreliable entry points. Alladi et al. present a list of 
smart device vulnerabilities, cyberattacks that can exploit these vul-
nerabilities, and corresponding countermeasures that can be employed 

to protect against such attacks [55]. The authors also highlight the need 
for consistent security patching as cyberattacks evolve [55]. 

While the 5 G network is non-standalone, it is less likely that 4 G will 
still be available to be used as a backup in the case of a 5 G network 
outage as this 5 G implementation is already heavily dependent on the 
existing 4 G network. If the 5 G network is compromised in this case, the 
4 G network for which it is an extension cannot be relied on to be a 
backup. Once 5 G is a standalone network, it will operate independently 
of the 4 G network, making it unlikely that both will be compromised 
simultaneously. Smart power grids can then rely on the 4 G network as a 
backup in case of 5 G outage or denial-of-service (DoS) attack [16]. 
Existing smart power grid features (not using 5 G) are already effective 
in increasing reliability. Georgia Power reports that its smart power grid 
features have prevented 280,000 h of potential power outages [51]. 
However, reverting to 4 G would result in a temporarily smaller band-
width and slower signal. This would mean that 5G-enabled features 
would not operate at optimal speeds or that not all smart devices could 
be functional at the same time. In order to prepare for a situation like 
this, utilities are recommended to identify and prioritize the features 
that are essential to continue running on the reduced bandwidth, while 
disabling others until 5 G service can be restored. 

3.3.3.8. Cyberattack risks. Nearly all power outages in the past have 
been due to damages to or vandalism of the distribution system [52], 
rather than at the power generation or transmission level. Power outages 
cause an estimated $8851 in financial losses per minute of outage [52]. 
Because of the distributed nature of the power distribution system’s 
infrastructure, physical security of any new infrastructure added is 
essential for preventing significant economic consequences. With 
increased edge computing with 5 G, cybersecurity of edge devices is also 
essential. 

In March 2019, a cyberattack interrupted communication between 
the power grid control center and the network, temporarily preventing 
operators from monitoring the network across California, Utah, and 
Wyoming. In December 2019, a ransomware attack targeting power 
grids in the U.S., Japan, and Europe disrupted operations, causing a 
decrease in productivity and revenue [56]. These events show the 
possible consequences of cyberattacks targeting a smart power grid. 
Although between 2014 and 2018, only four cybersecurity incidents 
were reported on the U.S. power grid [52], the introduction of 5 G and 
more automated features can increase access points for such attacks. 
Increased physical access to components of a power grid create oppor-
tunities for cyber-physical attacks, which exploit both hard- and soft-
ware vulnerabilities simultaneously, resulting in reduced quality of 
service and economic damages [57]. 

Fig. 3. Number of global connected IoT devices.  
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The number of connected IoT devices to the grid is projected to 
steadily increase, as shown in Fig. 3, with billions of devices already 
connected worldwide [58]. 

In particular, smart appliances utilizing 5 G capabilities may pose a 
substantial risk to the power grid. Botnet attacks using appliances such 
as smart refrigerators, smart air conditioners, etc., can disrupt the power 
grid by overloading it [49,59]. Botnet attacks occur when hackers gain 
control of large numbers of smart devices. Smart appliances are often 
easy targets because they have few cybersecurity features. An attacker 
can cause all the devices in the botnet to maximize their energy con-
sumption simultaneously, overloading the power grid. Given the large 
and growing number of smart devices connected and online, an attack 
like this is very realistic, and a small perturbation can lead to significant 
effects. For example, even a 1% surge in power demand in the state of 
California can overload most of the state’s grid [51]. Because IoT devices 
are developed by many different entities, security features vary widely. 
The role of electricity providers in preventing such attacks is to maxi-
mize cybersecurity measures at the edges of the network and limit the 
access from end-user devices such as smart appliances and meters to 
other parts of the grid. Additionally, optimizing the power usage of the 
connected devices can make it harder to overload the power grid. 
Humayun et al. present a framework for maximizing energy efficiency in 
a 5G-enabled smart grid while also maintaining the privacy of the 
connected devices’ data [60]. While this may not prevent botnet attacks 
entirely, it can prevent some accidental power grid overloading, which 
can have the same impacts as a botnet attack outage. 

3.3.3.9. Privacy risks. Smart energy meters pose similar privacy risks as 
smart water meters. The installation of meters in neighborhoods creates 
more physical access points for attackers. Meters gather sensitive in-
formation about households’ hourly energy consumption, which can be 
used to plan targeted break-ins when residents are away. Customers are 
also vulnerable to phishing attacks in which malicious actors attempt to 
gain access to customer accounts containing data about energy con-
sumption as well as resident names, addresses, and billing information. 
Such phishing and other social engineering attacks to gain access to 
personal information is a growing concern [61]. Providing customers 
information about how to identify such social engineering attacks and 
limiting the amount of data that can be accessed through a customer 
account can minimize these risks. 

3.3.4. Smart gas and oil 
Oil and gas provide 65% of the nation’s energy [52]. With 135 oil 

refineries in the U.S operating at almost full capacity, there is little 
backup capacity in the case of a large-scale service interruption. Any 
refinery downtime would result in a spike in oil prices, resulting in 
widespread economic consequences on downstream dependent sectors 
[52]. The spike in U.S. oil prices in March 2022, for example, resulted in 
increased prices of gasoline, ride-sharing services, public transit, 
airplane tickets, heating bills, and the transportation of virtually all 
goods, the costs of which were passed down to consumers in the form of 
increased consumer prices [62]. Oil sector disruptions can cascade into 
other industries as well. For example, because plastic is partially derived 
from oil, disruptions in the oil sector can lead to surges in the cost of 
plastic production, intensifying the rise in consumer good prices [62]. 

Natural gas systems provide 37% of the nation’s electricity [63]. It is 
expected that natural gas pipeline shutdowns would cause more severe 
effects than oil pipeline shutdowns because power plants typically have 
backup storages of gasoline, but not of natural gas, as natural gas is more 
difficult to store. Additionally, the power grid is largely dependent on 
natural gas availability. Despite this, the natural gas industry has few 
cybersecurity standards and regulations. The new risks that 5 G will 
introduce are, therefore, critical to address for these systems. 

Oil and gas networks are described together here, as both are pipe-
line infrastructure with similar applications of 5 G technology. 5G- 

enabled features such as real-time monitoring of facilities and earlier 
detection of components requiring service will result in less unplanned 
shutdowns for maintenance. The resulting increase in efficiency can 
reduce maintenance costs by 10% [64]. Another application of 5 G in the 
smart gas and oil industry is enabling real-time communication with 
field workers to guide technicians through specialized repairs [65]. The 
automation of dangerous procedures such as drilling processes also 
seeks to improve safety conditions for workers [64]. 

3.3.4.10. Risks during transition to 5 G and risks in the case of a 5 G 
network disruption. Because the 5 G rollout will be focused on densely 
populated areas at first, there will be a lack of or delay in the availability 
of 5 G service in rural areas, where many oil and gas companies are 
located [65]. Oil and gas infrastructure is spread over a wide geographic 
areas. Therefore, 5 G may also be available only in some parts of the 
network, making it difficult to implement many of the envisioned smart 
gas and oil network features in the near future. The transition points 
between 5G-enabled and non-5G-enabled assets will also need to be 
considered. 

In addition, the oil and gas industry is highly regulated. Although 5 G 
can be used to automate dangerous activities, creating safer working 
conditions for workers, international safety laws and regulations during 
drilling make it difficult to explore use of 5 G in many contexts [64]. 
Implementing these new 5G-enabled features in smart oil and gas sys-
tems is expected to take longer than in other applications. 

During a 5 G network disruption, networks in this sector can expect a 
temporary reduction in the efficiency enabled by the smart features. 
Depending on the duration of the outage, this may result in economic 
losses as more steps of the oil and gas production and transmission 
process need to be done manually, and an increase in maintenance and 
operation costs. If the network is able to adapt quickly, however, func-
tionality can still be maintained. Planning for a network disruption in-
volves prioritizing vital systems that need to remain up and running on 
the reduced bandwidth provided by existing 4 G or WiFi signal. 

In other applications, such as 5G-enabled automation of drilling 
processes, network disruptions have the potential for more severe con-
sequences, and can result in environmental damage or harm to em-
ployees in the vicinity [66]. In order to safely implement automated 
procedures like this, it is essential to have backup plans and safety 
measures that can be implemented virtually instantaneously to prevent 
harm to workers or the environment. 

3.3.4.11. Cyberattack risks. Based on past cybersecurity incidents, tar-
geted, politically motivated attacks present a substantial security risk to 
smart oil networks. Natural gas networks have experienced fewer 
cyberattacks; however, the similarity in their operations means they are 
also susceptible. In 2012, a cyberattack targeting an oil company 
resulted in data deleted from 30,000 computers and damage to nearly 
75% of the company’s IT infrastructure [67]. Disruptions in service 
caused by this attack lasted several weeks. In another incident in 2017, 
malware interfered with safety mechanisms at an oil refinery plant [67]. 
Though this resulted in no severe impacts due to early detection, it could 
have led to plant shutdowns, safety hazards for employees, and envi-
ronmental damage [68]. U.S. officials have stated that the same group 
responsible for the 2017 attack have made similar attempts targeting a 
U.S. oil company and that, as of early 2022, the group remains a threat 
to U.S. infrastructure [69]. Continued collaboration between govern-
ment and private companies to monitor known hackers and groups who 
may target CI systems can help companies to prepare for specific attacks 
that are suspected. 

Ransomware attacks are also a notable type of cyberattack affecting 
the oil industry. It is estimated that 28% of oil companies and 25% of 
natural gas companies are “highly likely” to experience a ransomware 
attack [70]. The existing minimal security measures throughout the 
network would allow malicious actors widespread access once in the 
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network [70]. This vulnerability highlights the need for a zero-trust 
model, a security model that assumes that even if a user has gained 
access to the network, they are not trusted with all of the network’s 
information and controls. In a zero-trust approach, checkpoints 
throughout the network repeatedly authorize access to the user at 
various stages [71]. A zero-trust model can limit the actions of a hacker 
that successfully gains access through stolen employee credentials, 
physical vulnerabilities, etc., and minimizes the likelihood of severe 
consequences. While all smart CI systems can benefit from such an 
approach, the zero-trust model is especially valuable for the smart oil 
and gas sector because of the higher likelihood of sophisticated attacks, 
the severity of potential impacts, and the current lack of authorization 
checkpoints within the network. 

3.3.4.12. Privacy risks. One of the most widely publicized cybersecurity 
attacks on CI occurred in May 2021. A hacking group gained access to 
Colonial Pipeline’s system using a stolen ex-employee’s password and 
held nearly 100 GB of data for ransom from the company. The group also 
disrupted the company’s billing infrastructure, making them unable to 
bill customers properly. The attack caused the pipeline to shut down for 
the first time in its 57-year lifetime. The pipeline remained shut down for 
six days, causing gas shortages and a sharp increase in gas prices as 
people began panic-buying gasoline. In the end, the company paid the 
$4.4 million ransom payment [74]. As shown by this event, the eco-
nomic and social consequences of the hacking of the network can be 
severe. 5 G will worsen the potential effects of such attacks by increasing 
automation throughout the network and thereby reducing the involve-
ment and oversight of employees. Protecting employee credentials by 
changing them regularly and removing access as soon as an employee 
has left the company are simple steps that can be implemented to 
minimize such vulnerabilities. Additionally, adding manual checkpoints 
throughout, where employees ensure that everything is running as ex-
pected, can minimize the impacts of cyberattacks and malfunctions. 

3.4. Common themes and risk mitigation recommendations across sectors 

The previous sections describe specific risks associated with 5 G for 
varying smart infrastructure systems, previous historical events that 
may indicate future risks and attacks, and mitigation recommendations 
for the range of risks identified. This section looks across sectors to 
identify common themes and risk mitigation recommendations. 

The most prevalent theme across the CI sectors is the increased 
number of threat vectors that 5 G brings. Infrastructure systems are by 
nature large, complex networks with many interconnected and inter-
acting components. Such a network is more challenging to secure 
because each new component or device brings potential new risks in 
terms of both physical and cybersecurity vulnerabilities. Fragmented 
ownership throughout a highly interdependent network adds an addi-
tional layer of difficulty. Because of this, collaboration between gov-
ernment organizations, investors, operators, and manufacturers of smart 
devices is crucial for minimizing security gaps across a single CI 
network. Consistent reporting of known cyberattacks is also valuable to 
help other infrastructure owners and operators prepare for similar 
attacks. 

Another theme is the importance of early detection of unusual ac-
tivity. In many of the real-world historical cases described, the most 
severe consequences were prevented by rapid intervention by em-
ployees. As 5 G allows more of the maintenance and operation tasks for a 
network to be automated, the role of employees will shift towards 
maintaining a careful watch over the system, prepared to intervene in 
the case of a malfunction or cyberattack. Successfully making this 
transition in job responsibilities will require a shift in workforce 
development and training. Creating robust backup plans so that a system 
can switch to manual or 4G-based operations in the case of a 5 G outage 
is another common theme across sectors. Finally, as 5 G technologies 

and connected devices continue to be developed, new risks will continue 
to emerge. Therefore, it is important that cybersecurity standards are 
agile and able to evolve and adapt to meet the needs of a changing risk 
landscape. Fig. 4 summarizes the major risk themes identified across the 
smart CI systems analyzed and corresponding risk mitigation 
recommendations. 

To illustrate commonalities and differences in 5 G risks across CI 
sectors, Fig. 5 shows the common risk themes across the four sectors 
analyzed. Fig. 5 shows that while the majority of the major risk themes 
identified apply to all four sectors investigated in this paper, some 
themes are relevant to only some of the sectors. This highlights that 
because 5 G will be utilized differently by each sector and each network 
has unique characteristics, it is essential for CI system owners and op-
erators to make individual assessments of their systems to fully evaluate 
their risk profiles and take corresponding actions for risk mitigation. 

4. Conclusions 

The introduction of 5 G technology presents new threats not only to 
the telecommunications network but also to CI systems that will rely on 
it to provide vital community resources including mobility, water, 
power, and oil and gas. The development of 5 G technology creates 
many more opportunities than previously existed for automation in 
smart critical infrastructure. Implementing these features requires 
increased interconnection between the telecommunications network 
and critical infrastructure networks. Additionally, the installation of 
many new connected devices such as sensors, smart meters, and smart 
roadside infrastructure creates more entrance points into the CI network 
that must be secured both physically and digitally. Lastly, these devices 
collect more private information than has been collected previously (e. 
g., hourly water usage, vehicle location, vehicle movement direction, 
etc.). These large-scale changes mean that security risks affecting the 
telecommunications network that were not previously the concern of CI 
operators are now relevant to them, and new privacy risks emerge that 
are not necessarily inherent to 5 G but brought on by the technology that 
5 G enables. This paper investigates how 5 G and the increased number 
of IoT devices that are needed for 5G-enabled smart features in these 
networks will change the risk landscape for four major CI sectors, 
covering risks during the rollout of and transition to 5 G, risks in the case 
of a 5 G network disruption, cyberattack risks, and privacy risks for each 
sector. Importantly, this paper also assesses specific challenges that the 
sectors may face during the transition period, as 5 G infrastructure is 
built out and more smart features become available. 

As 5 G technologies continue to be developed and deployed, there 
are growing risks associated with 5 G for CI, as well as existing risks that 
persist after the introduction of 5G-enabled smart features. Though past 
outages and attacks provide some information about what can be ex-
pected, the risk landscape will become clearer as 5 G technologies are 
implemented. The purpose of early risk assessment as described in this 
paper is to enable early risk mitigation. At the same time, with devel-
oping technologies, it is necessary for cybersecurity, 5 G, and technology 
standards to evolve constantly as more becomes known. In cases where 
policy updates cannot be made quickly enough, collaboration between 
researchers and industry best practices should encourage CI networks of 
all sizes to keep up-to-date with the latest cybersecurity recommenda-
tions. This paper provides a detailed assessment of the emerging risks 
associated with the transition to 5 G, allowing sectors to investigate and 
implement mitigation measures with the identified risk themes in mind 
to minimize vulnerabilities and increase the reliability and resilience of 
CI systems. 
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